Name

Function

CTR-ALT-T Open terminal

CTR-C Cancels commands

pwd List directory

Is List sub-directories

Is -la List hidden sub-directories

clear Clears the terminal screen.

cd (example: cd Downloads) Change directory

cd.. Moves back to previous directory

touch file.txt

Creates text file

rm (example: rm file.txt)

Removes file or program

mkdir (example: mkdir Pictures)

Makes directory

whoami

Displays current user

uptime

Displays time spent on machine

nano (example: nano word.txt)

Creates a program or text file

cat (example: cat word.txt)

Lists all text in a file

grep (example: cat word.txt | grep password)

Search for specific term in a file, in the example it
would search for password in word.txt

echo (example: echo hello > word.txt)

Adds word to file without opening it, in example
it would add hello to word.txt

history Displays all commands entered

cp Copy file

mv Move file

locate (example: locate program.py) Locate files

shutdown Shutdown

shutdown -c Cancel shutdown

top All processes and specs of CPU usage

uname Name of operating system

Uname -a Full name and version

ifconfig List Ip addresses

nestat Info on router

nestat -nr Find router lp addresse

sudo -s Change to root user

sudo apt-get install (example: sudo apt-get install | Installs programs

tor)

tillix Opens multiple terminal tabs (must be installed
first)

macchanger Displays macchanger options

whois (example: whois google.com)

Displays server's info on websites, registry and
location

service tor start

Starts tor

Service tor stop

Stops tor




